O6mecTBO c OrpaHNYeHHOI OTBETCTBEHHOCTHIO
MuxkpokpeautHas  komnanusi  «BEPJOH»  OI'PH:
1187847193896 HWHH: 7810733986 196006, r. CaHkrt-
\ 4
Merepoypr, 3acraBckas yauma, aom 15, Jurep. B,
noMenienne 5-H, xkomuara 1 Tten. 88123841101 email:
. Info@migom-zaim.ru

YTBEPXJIEHO

[Tpukazom ['eHepanbHOTO qUpPEKTOpa
00O MKK «Bepnon» ot 23.12.2022
No6/n -

g ¢
Muxpoxpeanruag

KOMnauug

PEKOMEHJALIAH 110 3AIATE HH®OPMAIINN OT BO3JAENCTBHUS
MMPOTPAMMHBIX KOJIOB, MPUBOJSIIINX K HAPYIIEHHUIO IITATHOTO
®YHKIIMOHUPOBAHUS CPEJICTBA BEIUMCJIUTEIBHON TEXHUKHA, B IIEJISIX
MPOTUBOJENCTBUS HE3AKOHHBIM ®UHAHCOBBIM OINEPALMSIM

r. Cankr-IletepOypr
2022 ron



Hacrosmum OO0111ecTBO ¢ OrpaHHYEHHON OTBETCTBEHHOCTHI0 MUKPOKpEIUTHAST KOMITAHUSI
«BEPJIOH» (OI'PH: 1187847193896 MHH: 7810733986) moBoauT no cBemeHus KiameHTOB
PEKOMEHJIAIIMHU 110 3aluTe HHGOPMAIMK OT BO3JICHCTBHS MPOrPAaMMHBIX KOJOB BO HUCIIOJTHEHHUE
[Tonoxenus banka Poccum ot 20.04.2021 Ne 757-I1 «O6 yctaHOBIEeHUU OOSA3aTEIBHBIX IS
HEKPEIUTHBIX (UHAHCOBBIX OPraHU3alluii TpeOOBaHUH K 00€CIIeUeHUIO 3alUThI HH(OPMAITUHU TTPU
OCYIIECTBIICHUU JACITEILHOCTH B cdepe (UHAHCOBBIX PBHIHKOB B MEISIX MPOTHBOJCHCTBUS
OCYIIECTBJICHUIO HE3aKOHHBIX (PMHAHCOBBIX OTICPALIHINY.

! BLZBOOMOCM ble npopamimbl

BpenonocHas mporpamMma — 3TO MporpaMma, HaHOCAIIAas Bped MOOMIBHOMY
YCTPOHCTBY/KOMIIBIOTEPY WM HMHBIM YCTPOWCTBaM (llajiee — yCTpOICTBa), Ha KOTOPBIX OHA
3aI1yCKaeTCsl.

BpenonocHble TporpaMMbl CIOCOOHBI CaMOCTOSITENILHO (TO €CTh 0€3 BeaoMa Biajeibla
YCTPOWCTBA), CO3aBaTh CBOM KOIIMH U PACIIPOCTPAHATH MX PA3INYHBIMH CIIOCOOAMH, YTO MOXKET
MPUBECTH K MMOJIHOMY pa3pyIIeHUI0 HHPOPMAIUK, XpaHsIIEHCs Ha YCTPOCTBE.

! Anmueugzucubze npocpamMmbl — 21AGHbLE 3AUIUINMHUKU

AHTUBUPYCHBIE TMPOTPaMMbl — OCHOBHOE CPEACTBO OOpPHOBI C BPEIOHOCHBIMH
MporpaMmMaMi. Y CTAaHOBUTE COBPEMEHHOE JIMLUECH3MOHHOE aHTHUBUPYCHOE MPOrpaMMHOE
oOecrieueHre, OCYILECTBISIONIEe IMOCTOSHHBII KOHTPOJb 32 KOMIIBIOTEPOM U MOOWIBHBIM
ycTpoiicTBOM. Ilepuoanyuecku 3amyckaiTe TOJMHYKO NPOBEPKY KommbroTepa. PerymnspHo
OOHOBIIITE AHTUBUPYCHBIE MPOTPaMMBbI JTUOO pa3peniaiiTe aBTOMaTHYECKOe OOHOBIIEHUE TMPHU
3aIpoce NPOrpaMMBl.

Coobwaem, umo nomumo 0opbObl ¢ uUMEIOMWUMUCA 6PEOOHOCHBIMU NPOSPAMMAMU,
AHMUEUDYCHL _HOCAM _ewe U _npoduiakmuyeckKuil _xapaKkmep, 3auiuuias YCmpoucmea_om

NPOHUKHOGCHUA 6 He20 8‘28()0H0(3H0l2 npozpamMmol.

| ITonvza DEeYIAPHBIX QOHOBINCHUL

VYcTanaBiuBalTe HOBBIE BEPCUH ONICPAINTMOHHEBIX CUCTEM U CBOCBPEMCHHO YCTaHaBHHBaﬁTC
OOHOBJIEHHSI K HHUM, yCTpaHsSIoUIMe OOHapyXeHHble Oomuoku. PerynsapHo oOHOBIsHTE
MOJIH30BaTEIHCKOE MPOrPaMMHOE o0ecriedeHue i1 pabOThI B CETH, TAKOE KaK HHTEPHET-0pays3ep,
yCTaHaBJIMBasl camble IMOcieHne OOHOBJICHUs. _[lomnume, umo 00H061eHUA OnePaAUUOHHBIX
cucmem pazpadamolearomca ¢ y4énom HoeblxX eUPYCcog.

! Ilpogepaiime 6Ho6b nonyueHHble Paiinvt

BynbTe OYeHb OCTOPOXXKHBI NpPU TOJIYYEHUH COOOIIEHUHN ¢ (aillaMu-BIOXKEHUSIMHU.
Obpamaiite BHUMaHue Ha paciiupeHue (aiina. BpenoHocHble (aiiibl 4acTO MAaCKUPYIOTCS MOJ
0ObIuHbIE rpaduueckue, ayano U Buaeo (aiisl. {1 Toro, 4ToObI BUAETH HACTOAIIEE PACIIUPEHNE
daiina, 0043aTeNbHO BKIIOUYUTE B CUCTEME PEXXKUM OTOOPAKEHUS paclIMpeHHid (ailyios.

[Tono3putenbHble COOOUIEHHS JIydllle HEMEJIEHHO YIausTh. [Ipu OTKPBITUM CCBLUIOK,
IIOJIyUYEHHBIX IO 3JEKTPOHHOM IOYTE WM MECCEHDKEpPaxX, CKONUPYHTE CCBUIKY, BCTaBbTE B
aJIpeCHYI0 CTPOKY HCIOJNb3yeMOro Opay3epa M yOeauTech, UYTO aJ[pec COOTBETCTBYET
uHTepecywuiemy Bac pecypey.

Huxorma He ycranaBmuBaiiTe W HE coxpaHsidTe 0e3 MpeaBapUTEIHHOM MPOBEPKH
AHTUBHUPYCHON MPOrpaMMoii (haiiiibl, MoTy4eHHbIE U3 HEHAIeKHBIX HICTOUHUKOB: CKauYaHHbIE C



HCHU3BCCTHBIX Web-Caf/'ITOB, MPUCIIAaHHBIC I10 3JICKTpOHH0171 MOo4YTC U NOJYUCHHBIC U3 NHBIX

UCTOYHUKOB. Llodo3pumenshvie daitivl nyumwie nemednenno yoanams. Ilposepaiime ece nogule
daiinvl, coxpanaemvie na Komnviomepe. llepnonnyecku NpoBepsiiTe KOMIBIOTEP MOJTHOCTBIO.

! Pecynapno npogepsaiime yempoiicneo u 0yobnie 00umeibibl RPU «BCHIbIEAIOUIUX OKHAX)

ITo BO3MOXHOCTH HE COXpaHSANTE B CUCTEME NIAPOJIM U NEPUOANUECKH MEHSANTE HX.

[Ipu nomyyeHNH U3BELIEHUI O HEJOCTABKE MTOYTOBBIX COOOIIEHUI oOpalaiiTe BHUMaHUE
Ha IMPUYMHY M, B Cllyyae aBTOMAaTHYECKOI'O OIIOBEIIEHHS O BO3MOYKHOM OTIIpaBKE BHUpYca,
HEMEIJICHHO IMPOBEpSANUTE yCTPOWCTBO AaHTUBHPYCHOW MPOrpaMMOil Ha HajJM4ue BPEIOHOCHBIX
IIPOrPaMM.

[Ipu ucnonb3oBanuu Opay3epa He MEPEXOIUTE MO CChUIKE M HE HAKUMAITe Ha KHOIKHU BO
BCIUTBIBAOIIMX OKHax. CrapaiiTech n30eratb cailToB, KOTOPhIE MOT'YT UMETh HE3aKOHHOE H/HIIH
BpEIOHOCHOE cojiepkanue. [IpoBepsiite Bce cheMHBbIE HOCUTENU WMH(GOpMAlMK O Hayalla UxX
UCIOJIb30BaHUsl (TakMe€ HOCUTENIM MOTYT IEpPEHOCUTh C OJHOrO0 YCTpPOWCTBa Ha JApYyroe
BPEIOHOCHBIE MTPOrpaMMbl). M30eraiiTe UCIoNIb30BaHUs TPUBHIICTHPOBAHHBIX YUETHBIX 3aMHUCEH
(Hanmpumep, AIMUHHUCTPATOP) JJIs €KEAHEBHOTO UCTIOIb30BaHMsI. J{J1s1 BBIMOTHEHUS OOJIBIIMHCTBA
orepanuii JOCTaTOYHO MpaB OOBIYHOTO MoJib3oBatens. [lepuoanuecku yaansiite mporpaMMHOE
o0ecrnieueHre, KOTopoe 00JIbIlIE HE HYXKHO.

! Pe3engmoe Konupoeanue KaK capanmus DezonacHocmu

PerynspHo BbINONHANTE pe3epBHOE KOMUpPOBaHUE BakHOU mHpopManuu. [lonrorossre u
HMMENTE B IOCTYITHOM MECTE CUCTEMHBIN 3arpy304HbIN IUCK. B ciydae mono3peHus Ha 3apakeHue
KOMITBIOTEPA BPEJOHOCHOM ITPOTrPaMMOM 3arpy3nUTe CUCTEMY C AMCKA U IPOBEPHTE aHTUBUPYCHON
IIPOrpamMMoi.

| Taxkmuxa 00pb0ObL ¢ 8PEOOHOCHBIMU NPOZDAMMAMU

BpenonocHble mporpamMMbl MPEACTABISAIOT c000i (haiiiibl, KOTOphIe CpadaTHIBAIOT MPU
AaKTHBHUPOBAHUU Ha yCTpoiicTBe. TakTuka 60pHObI C HUMU IOCTATOYHO MPOCTA:

a) He J0IyCKaTh, YTOOBI BPEIOHOCHBIC TTPOrPaMMBI TTOTIa1a)Id Ha Barie ycTpoiicTBo;

0) eciiu oHM K Bam Bce-Taku momaiy, HA B KOEM ClTydae He 3aIyCKaTh UX;

B) €CJIM OHHU BCE )K€ 3aIyCTHIIUCH, TO MIPUHATH MEPHI, YTOOBI, IO BO3MOKHOCTH, OHU HE
NpUYMHIIN yiepoa. _.Camblil QelicmeeHHblil CROCO0 02padumnb om ¢PeO0OHOCHIX NPOZPAMM C8

NOYIMQOEblil AWUK U _UHDbLE cgzedcmea nojiyuenun cooﬁmenuﬁ —Janpemums npuem cooﬁmenuu,
€OOCPACAUIUX UCTIONIHACMBIC GILONCCHUA.

! Pacmugzeuue g,i_@aﬁfm —2mo eaxcnol

HOMHI/ITG, 49TO B I/IH(l)OpMaI_[I/IOHHO-TCHGKOMMYHI/IKaLII/IOHHOI‘;I CETHU «I/IHTCpHeT»I[eI\/'ICTByCT
MHOXCCTBO MOIICHHUKOB U MPOCTO XYJIUTAHOB, KOTOPBIC CO3AAIOT U 3allyCKAOT BPCAOHOCHBIC

nporpammbl._Eciu Bawie ycmpoiicmeo nodgep2ioch 3apanicenuio, peKomenoyemcs
00pamumbca K KeanuuuupoeanHvlu Cheuuanucmam, a TaKk)ke CMEHUTD ITapoi OT MOOHMITBHBIX

MPUJIOKEHUW (B TOM YHCIIC, TJ€ BO3MOXKHO COBEpIIAaTh (DMHAHCOBBIC OMEpAIiu), JICKTPOHHON
MMO4YThI, YYCTHBIX 3aIucel B COMAJIBHBIX CCTAX U T.II. C HOMOIIBIO HE 3aPA’KCHHOI'O yCTpOﬁCTBa.



! Mepul npu ymepe wiu XuuieHuu ycmpoucmed

[Ipu yrepe win xuiennu Baiiero ycTpoicTBa, ¢ KOTOPOTO OCYILIECTBIISIICS BXO/I B JIMUHBIE
KaOMHEThl HEKPEIUTHBIX (PMHAHCOBBIX OpraHW3alil s OCYHIECTBICHHUA (PUHAHCOBBIX
orepanuii, He0OXOJUMO OOpPAaTUTHCA B YKa3aHHbIE OpPraHHU3alMH Uid OJOKUPOBKH JIMYHOTO
KaOuHeTa ¢ yKa3aHWeM IPUYUHBI OCYIIECTBICHUS TAKOW OJIOKHPOBKHU.

| Tononnumenvusie DEKOMEHOauuu no 0e30nacHoMy UCHO1b308AHUIO MOOUILHBIX
BPUI0HCCHUU

4+ YCTaHaBIMBaiTe MNPUIOKEHHE MCKIIOYUTEIBHO [0 CChUIKAM B aBTOPH30BaHHBIX
MarasuHax npuioxeHnuit (App Store wim Google Play).

4+ PerynspHo ycraHaBiauBaiTe OOHOBJCHHUS OE30MACHOCTH IS ONEPAMOHHONW CHCTEMBI
BaIlIero MOOMJILHOTO yCTPOMCTBA.

+ lVcmonb3yiiTe JHIECH3MOHHBIC, IOCTOSHHO OOHOBISIEMBIC CPEICTBA AHTHBHPYCHOMN
3aIUTHIL.

4+ lcnonp3yiiTe cpenacTBa OJIOKMPOBKHM BXOJa Ha Baimie MoOuiIbHOE ycTpoictBo (ITaposs,
[Tun-kon, TouchlID, FacelD u unble).

4+ Huxomy He cooOImaiTe maposb s JOCTya B MPHIOKEHHE W OJAHOPa3oBbIi SMS-ko
MOJITBEPKJICHUS OTIePAIIHiA.

4+ He xpanure maposs Ui JOCTyNa B MPUIOKEHHE HA CBOEM MOOMJIBHOM YCTPOMCTBE B
OTKPBITOM BHJIE.

4+ Ecim y Bac ecTb MOJO3pEHHME, YTO BAlllM PEKBH3HTHI JOCTYNA B IPHIIOKCHUE CTaIH
M3BECTHBI TPETbUM JIMIAM, 3a0JOKHpPYHTE YCTpPOWCTBA M HE3aMEAJIUTENBHO OOpaTHUTECh B
KJIIMEHTCKYIO moiiepkky OO1ecTna.

+ 3aBepiaiite ceaHc pabOTHI B MIPUIOKEHUH Cpa3y MOCIE MPOBEICHUS BCEX HEOOXOAUMBIX
onepanuii mpyu MOMOIIK KHONIKH «BbIxom.

+ B ciyuae moTepu WM XUINEHHS Ballero MOOMJIBHOTO YCTPOMCTBA HE3aMeTUTEBLHO
coo01uTe 00 3TOM B KIMEHTCKYIO IoaaepkKy Oo1iecTna.

+ He mocemaiite ¢ HCHoONB30BaHHEM MOOHIBHOTO YCTPOWCTBA, HA KOTOPOM YCTAaHOBIICHA
KITMEHTCKAs 4aCTh MPUIIOKEHUS, CAUTHI COMHUTEIBHOTO COJEPIKAHUSI.

4+ He ycranaBnuBaiiTe Ha MOOMJIBHOE YCTPOWCTBO, HA KOTOPOM HCIIOJIb3YETCSI KIMEHTCKAs

4acTh  NPWIOXKEHMs,  MporpaMMHOe  oOecreueHHe  HEM3BECTHBIX  pa3pabOT4MKOB,
pacnpocTpaHsieMoe W3 CTOPOHHMX HCTOYHHKOB (MaJIOM3BECTHBIX CEPBHMCOB PACIpPOCTPAHEHHUS
IIPUJIOKEHUI ).

4+ He ucnonp3yiiTe mpuaokeHHe Ha MOOWJIBHBIX YCTPOMCTBAX, CHUCTEMHAasl MPOrpaMMHast
4acTh KOTOPBIX MOJABEpriach MOAM(UKALNK, HECAHKIIMOHUPOBAHHOHN mporenypam «Jailbreaky,
nonydeHnto «Root» - mpaB, pa30JOKHPOBKE 3arpy3dyrKa, YCTAaHOBKE BEPCHI OIEPAIlMOHHBIX
CHCTEM OT HEO(UIHATBHBIX Pa3padOTUUKOB).

4+ [lpm orcyrcTBUM HEOOXOIMMOCTH, HE HCHOIB3YHTE TPHIOKEHUE ISl COBEPIICHHS
oTIepanuii Mo CYETY HITH COBEPIIECHUS MHBIX FOPUIMYECKH 3HAYUMBIX JIEHCTBHUN MTPH TOAKITIOUYSHHN
tenedoHa K myoanyHbeIM ceTsim WiFi.

JIONOMHUTENBHO COOO0IIaeM, YTO HacTosmue PexkoMeHAaluu HOCAT JUCIIO3UTHUBHBIN
MH(OPMaLIMOHHBIN XapaKTep U MPU3BaHbI JOHECTH J1a cBeAeHus KineHTos:

UHPOpPMALIMI0O O Mepax MO MPEAOTBPAIICHUI0 HECAHKIIMOHMPOBAHHOTO JIOCTYyNa K
3alUIaeMON HHPOPMALIMH, B TOM YHUCIIE TIpU yTpare (MoTepe, XUILEHNH) KJIMEeHTOM YCTPOUCTBA,
C UCIOJB30BAHUEM KOTOPOTO UM COBEpPUIATIUCH ACUCTBUS B IIEIAX OCYLIECTBICHUS (PUHAHCOBOU
olepanuu, KOHTPOIIO KOH(UTYpaluu YCTPOWCTBA, C HCHOJIB30BAHHEM KOTOPOTO KIMEHTOM
COBEpILAIOTCS ACUCTBUS B IIETSAX OCYIIECTBICHUS (PMHAHCOBOI Onepanuu, ¥ CBOEBPEMEHHOMY
0OHapy’>KEHHUIO BO3JICHCTBHS BPEIOHOCHOTO BPEa;



MH(OPMALIMI0O O BO3MOXHBIX PHCKaX IMOJTY4YEHHUS HECAHKI[MOHMPOBAHHOTO IOCTYyMa K
3alUIIaeMoil MHQOpPMAIMK C IENbI0 OCYHIECTBICHUS (DUHAHCOBBIX OIEpaluil JUIAMHU, He
00J1a/1al01IMMHU IIPAaBOM Ha OCYIIECTBJIEHUE TaKUX OIEPALUM.



